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Cyber cover a growth opportunity for brokers in the education 

sector says Ecclesiastical 

 Less than a third of schools and colleges have cyber insurance 

 Loss of data and the cost of putting things right two biggest concerns 

 Cover, expert advice and professional support important to education clients 

Research by specialist insurer Ecclesiastical has revealed that less than a third (29%) of 

Britain’s schools and colleges have cyber-insurance,  

Almost half (45%) of those that don’t have cover are looking to purchase it, presenting a growth 

opportunity for proactive brokers.  

The research showed that a fifth of schools and colleges across the UK have experienced some form 

of cyber-attack, with malware, phishing, denial of service and password attacks being the most 

common. 

This year there have already been reports of several cyber-attacks on schools. In February four UK 

schools had their CCTV systems hacked with images of children and staff live-streamed on a US 

website, and just this week hundreds of schools received an email threatening the detonation of a 

bomb unless funds were transferred to a bank account specified in the communication. 

Faith Parish, education director at Ecclesiastical said: “Cyber-criminals often target schools and 

colleges to steal data or divert funds, however these organisations also face an internal threat. There 

have been several cases where a school has been attacked by its own pupils who have hacked 

systems to change their exam results or even just to prove that they can. So schools have to take this 

in to account when putting a cyber-security plan together.”  

The biggest concerns for the sector include the loss of data (82%), the cost of putting things right 

(47%) and the cost implications of dealing with a breach (46%). However, there was also 

considerable concern about the impact on reputation and loss of public trust.  

“The cost of a data breach can be as much as £72 per record in the education sector¹, and under the 

terms of GDPR from May 2018, data breach notifications may increase,” Faith added. 

“While it is not the only solution, cyber-cover is a vital part of any cyber-security plan. The policy not 

only covers the costs following a breach or cyber-attack, but importantly it will provide access to 
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experts and consultants who can help identify where an attack came from and help secure the client’s 

systems following an attack. Our research shows that this aspect of the cover is really important.”   

“Brokers should really look at what a cyber-product offers to ensure that the product helps address 

these concerns. While cover options and limits are important, access to third party experts, legal 

advice and specialist cyber advice is essential when dealing with this type of risk.”  

***ENDS***  

1. Ponemon Institute 2017 Cost of Data Breach Study, United Kingdom https://www-

01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130GBEN&  
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Notes to editors 
 
1. Owned by a registered charity, Allchurches Trust, Ecclesiastical is a unique financial services 

organisation. With its main operations and headquarters in the UK, Ecclesiastical also operates in 
Australia, Canada and Ireland. 
 

2. Ecclesiastical is a specialist insurer of the faith, heritage, fine art, charities, education and private 
client sectors.  
 

3. Founded in 1887 to provide insurance for the Anglican Church, the company now offers a wide 
range of commercial insurances, as well as home insurance, selling through brokers and directly.  
 

4. The Ecclesiastical Group also includes award-winning investment management business, 
EdenTree Investment Management, which provides a range of ethically screened investment 
funds. 
 

5. Ecclesiastical is one of the UK’s top five corporate donors to charity in the 2016-17 UK Guide to 
Company Giving. Other 2016 awards include Better Society Awards, Insurer of the Year and Post 
Magazine, Claims Awards, Customer Care winner. 
 

6. In 2014, Ecclesiastical Insurance Group launched its vision to donate £50million to charity in a 
three-year period.  In March 2016, the Group announced that it had reached its target almost a 
year ahead of schedule and that figure at the end of 2016 stood at £67m. 
 

https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130GBEN&
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130GBEN&
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7. Many businesses say they are different. Ecclesiastical really is. Find out why at 
www.ecclesiastical.com/ourstory 

http://www.ecclesiastical.com/ourstory

